
Zhou (Joe) Li

University of California, Irvine
Electrical Engineering & Computer Science
3227 Engineering Hall, Irvine, CA, 92617

Phone: (949) 824-9724

Email: zhou.li@uci.edu
Homepage: https://faculty.sites.uci.edu/zhouli/

Education

Ph.D. in Computer Science, Indiana University Bloomington, 2008-2014.

- Thesis: Understanding and Detecting Malicious Web Activities

- Advisor: Prof. XiaoFeng Wang

M.Sc. in Computer Science, Wuhan University, China, 2006-2008.

B.Sc. in Computer Science, Wuhan University, China, 2002-2006.

Employment

University of California, Irvine, Department of Electrical Engineering & Computer Science

Assistant Professor, Oct. 2018- present.

RSA Laboratories

Principal Research Scientist, Dec. 2013 - Sept. 2018.

Microsoft Research at Silicon Valley

Research Intern, Sept. 2011 - Nov. 2011.

Indiana University Bloomington

Research Assistant and Teaching Assistant, Aug. 2008 - Nov. 2013.

Publications

+ Students advised at UCI “+”. Visitors and project specialists advised at UCI “#”. Co-authors “*”.

Conference Papers

70. Qifan Zhang+, Xuesong Bai+, Xiang Li#, Haixin Duan, Qi Li and Zhou Li. ResolverFuzz: Automated
Discovery of DNS Resolver Vulnerabilities with Query-Response Fuzzing. The 33rd USENIX Security
Symposium (Security), 2024.

69. Xiang Li#, Wei Xu, Baojun Liu, Mingming Zhang, Zhou Li, Jia Zhang, Deliang Chang, Xiaofeng
Zheng, Chuhan Wang, Jianjun Chen, Haixin Duan and Qi Li. TuDoor Attack: Systematically Exploring
and Exploiting Logic Vulnerabilities in DNS Response Pre-processing with Malformed Packets. The 45th
IEEE Symposium on Security and Privacy (S&P), 2024.

mailto:zhou.li@uci.edu
https://faculty.sites.uci.edu/zhouli/
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68. Jiacen Xu+, Xiaokui Shu and Zhou Li. Understanding and Bridging the Gap Between Unsupervised
Network Representation Learning and Security Analytics. The 45th IEEE Symposium on Security and
Privacy (S&P), 2024.

67. Joann Qiongna Chen+, Tianhao Wang, Zhikun Zhang, Yang Zhang, Somesh Jha and Zhou Li. Dif-
ferentially Private Resource Allocation. The 39th Annual Computer Security Applications Conference
(ACSAC), 2023.
⋆ Artifact Functional, Artifact Reusable, Results Reproduced

66. Zhe Zhou, Yanxiang Bi, Junpeng Wan, Yangfan Zhou and Zhou Li. Userspace Bypass: Accelerating
Syscall-intensive Applications. Accepted by 17th USENIX Symposium on Operating Systems Design
and Implementation (OSDI), 2023.
⋆ Artifact Available, Functional, Reproduced.

65. Jiacen Xu+, Zhe Zhou, Boyuan Feng, Yufei Ding and Zhou Li. On Adversarial Robustness of Point
Cloud Semantic Segmentation. In Proceedings of 53rd Annual IEEE/IFIP International Conference on
Dependable Systems and Network (DSN), 2023.

64. Fan Yang, Jiacen Xu+, Chunlin Xiong, Zhou Li and Kehuan Zhang. PROGRAPHER: An Anomaly
Detection System based on Provenance Graph Embedding. In Proceedings of the 32nd USENIX Security
Symposium (Security), 2023.

63. Xiang Li#, Chaoyi Lu, Baojun Liu, Qifan Zhang+, Zhou Li, Haixin Duan and Qi Li. The Maginot
Line: Attacking the Boundary of DNS Caching Protection. In Proceedings of the 32nd USENIX Security
Symposium (Security), 2023.

62. Xiang Li#, Baojun Liu, Xuesong Bai+, Mingming Zhang, Qifan Zhang+, Zhou Li, Haixin Duan
and Qi Li. Ghost Domain Reloaded: Vulnerable Links in Domain Name Delegation and Revocation. In
Proceedings of the 30th Annual Network and Distributed System Security Symposium (NDSS),
2023.

61. Margarita Geleta, Jiacen Xu+, Manikanta Loya, Junlin Wang, Sameer Singh, Zhou Li and Sergio
Gago Masague. Maestro: A Gamified Platform for Teaching AI Robustness. In Proceedings of the 13th
AAAI Symposium on Educational Advances in Artificial Intelligence (EAAI), 2023.

60. Qifan Zhang+, Junjie Shen, Mingtian Tan, Zhe Zhou, Zhou Li, Qi Alfred Chen and Haipeng Zhang.
Play the Imitation Game: Model Extraction Attack against Autonomous Driving Localization. In Proceed-
ings of the 38th Annual Computer Security Applications Conference (ACSAC), 2022.

59. Deliang Chang#*, Joann Qiongna Chen+*, Zhou Li and Xing Li. Hide and Seek: Revisiting DNS-based
User Tracking. In Proceedings of 7th IEEE European Symposium on Security and Privacy (EuroS&P),
2022.

58. Junpeng Wan, Yanxiang Bi, Zhe Zhou and Zhou Li. MeshUp: Stateless Cache Side-channel Attack on
CPU Mesh. In Proceedings of the 43rd IEEE Symposium on Security and Privacy (S&P), 2022.

57. Mingxuan Liu, Yiming Zhang, Baojun Liu, Zhou Li, Haixin Duan and Donghong Sun. Detecting
and Characterizing SMS Spearphising Attacks. In Proceedings of the 37th Annual Computer Security
Applications Conference (ACSAC), 2021.

56. Mingtian Tan, Zhe Zhou and Zhou Li. The Many-faced God: Attacking Face Verification System with
Embedding and Image Recovery. In Proceedings of the 37th Annual Computer Security Applications
Conference (ACSAC), 2021.
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55. Yiming Zhang, Baojun Liu, Chaoyi Lu, Zhou Li, Haixin Duan, Jiachen Li and Zaifeng Zhang. Rusted
Anchors: A National Client-Side View of Hidden Root CAs in the Web PKI Ecosystem. Accepted by the
28th ACM Conference on Computer and Communications Security (CCS), 2021.

54. Fenghao Xu#, Siyu Shen, Wenrui Diao, Zhou Li, Rui Li and Kehuan Zhang. Android on PC: On the
Security of End-user Android Emulators. In Proceedings of the 28th ACM Conference on Computer
and Communications Security (CCS), 2021.

53. Tianhao Wang, Joann Qiongna Chen+, Zhikun Zhang, Dong Su, Yueqiang Cheng, Zhou Li, Ninghui
Li and Somesh Jha. Continuous Release of Data Streams under both Centralized and Local Dif-
ferential Privacy. In Proceedings of the 28th ACM Conference on Computer and Communications
Security (CCS), 2021.

52. Rebekah Houser, Shuai Hao, Zhou Li, Daiping Liu, Chase Cotton and Haining Wang. A Comprehen-
sive Measurement-based Investigation of DNS Hijacking. Accepted by 40th International Symposium on
Reliable Distributed Systems (SRDS), 2021.

51. Peng Fei, Zhou Li, Zhiying Wang, Xiao Yu, Ding Li and Kangkook Jee. SEAL: Storage-efficient Causal-
ity Analysis on Enterprise Logs with Query-friendly Compression. Accepted by 30th USENIX Security
Symposium (Security), 2021.

50. Behnam Pourghassemi, Jordan Bonecutter, Zhou Li and Aparna Chandramowlishwaran. AdPerf:
Characterizing the Performance of Third-party Ads. In Proceedings of the ACM on Measurement and
Analysis of Computing Systems (POMACS/SIGMETRICS), 2021.

49. Mingtian Tan, Junpeng Wan, Zhe Zhou and Zhou Li. Invisible Probe: Timing Attacks with PCIe Con-
gestion Side-channel. In Proceedings of the 42th IEEE Symposium on Security and Privacy (S&P),
2021.

48. Rui Li, Wenrui Diao, Zhou Li, Jianqi Du and Shanqing Guo. Android Custom Permissions Demystified:
From Privilege Escalation to Design Shortcomings. In Proceedings of the 42th IEEE Symposium on
Security and Privacy (S&P), 2021.
⋆ Vulnerability acknowledged by Google: CVE-2020-0418, CVE-2021-0306, CVE-2021-0307, CVE-
2021-0317.

47. Chaoyi Lu, Baojun Liu, Yiming Zhang, Zhou Li, Fenglu Zhang, Haixin Duan, Ying Liu, Joann
Qiongna Chen+, Jinjin Liang, Zaifeng Zhang, Shuang Hao and Min Yang. From WHOIS to WHOWAS:
A Large-Scale Measurement Study of Domain Registration Privacy under the GDPR. In Proceedings of the
28th Annual Network and Distributed System Security Symposium (NDSS), 2021.

46. Kun Du, Hao Yang, Yubao Zhang, Haixin Duan, Haining Wang, Shuang Hao, Zhou Li and Min
Yang. Understanding Promotion-as-a-Service on GitHub. In Proceedings of the 36th Annual Computer
Security Applications Conference (ACSAC), 2020.

45. Zihan Zhang, Mingxuan Liu, Chao Zhang, Yiming Zhang, Zhou Li, Qi Li, Haixin Duan and Donghong
Sun. Argot: Generating Adversarial Readable Chinese Texts. In Proceedings of the 29th International Joint
Conference on Artificial Intelligence and the 17th Pacific Rim International Conference on Artificial
Intelligence (IJCAI), 2020.

44. Yiming Zhang, Baojun Liu, Chaoyi Lu, Zhou Li, Haixin Duan, Shuang Hao, Mingxuan Liu, Ying Liu,
Dong Wang and Qiang Li. Lies in the Air: Characterizing Fake-base-station Spam Ecosystem in China. In
Proceedings of the 27th ACM Conference on Computer and Communications Security (CCS), 2020.

43. Junyi Wei*, Yicheng Zhang+*, Zhe Zhou, Zhou Li and Mohammad Abdullah Al Faruque. Leaky
DNN: Stealing Deep-learning Model Secret with GPU Context-switching Side-channel. In Proceedings of
50th IEEE/IFIP International Conference on Dependable Systems and Networks (DSN), 2020.
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42. Shuaike Dong#, Zhou Li, Di Tang, Jiongyi Chen, Menghan Sun and Kehuan Zhang. Your Smart Home
Can’t Keep a Secret: Towards Automated Fingerprinting of IoT Traffic with Neural Networks. In Proceedings
of The 15th ACM ASIA Conference on Computer and Communications Security (AsiaCCS), 2020.

41. Rebekah Houser, Zhou Li, Haining Wang and Chase Cotton. An Investigation on Information Leakage
of DNS over TLS. In Proceedings of the 15th International Conference on emerging Networking
EXperiments and Technologies (CoNext), 2019.

40. Hao Yang, Kun Du, Yubao Zhang, Shuang Hao, Zhou Li, Mingxuan Liu, Haining Wang, Haixin
Duan, Yazhou Shi, Xiaodong Su, Guang Liu and Zhifeng Geng. Casino Royale: A Deep Exploration of
Illegal Online Gambling. In Proceedings of the 35th Annual Computer Security Applications Confer-
ence (ACSAC), 2019.

39. Chaoyi Lu, Baojun Liu, Zhou Li, Shuang Hao, Haixin Duan, Mingming Zhang, Chunying Leng,
Ying Liu, Zaifeng Zhang and Jianping Wu. An End-to-End, Large-Scale Measurement of DNS-over-
Encryption: How Far Have We Come? In Proceedings of the Internet Measurement Conference (IMC),
2019.
⋆ Nominee of the Best Paper Award (3 out of 39) and Community Contribution (2 out of 39).
⋆ Winner (6 out of 60) of Applied Networking Research Prize (ANRP 2020).

38. Kun Du, Hao Yang, Zhou Li, Haixin Duan, Shuang Hao, Baojun Liu, Yuxiao Ye, Mingxuan Liu,
Xiaodong Su, Guang Liu, Zhifeng Geng, Zaifeng Zhang and Jinjin Liang. TL;DR Hazard: A Com-
prehensive Study of Levelsquatting Scams. In Proceedings of the 15th EAI International Conference on
Security and Privacy in Communication Networks (SecureComm), 2019.

37. Wenrui Diao, Yue Zhang, Li Zhang, Zhou Li, Fenghao Xu, Xiaorui Pan, Xiangyu Liu, Jian Weng,
Kehuan Zhang and XiaoFeng Wang. Kindness is a Risky Business: On the Usage of the Accessibility APIs
in Android. In Proceedings of the 22nd International Symposium on Research in Attacks, Intrusions
and Defenses (RAID), 2019.

36. Baojun Liu, Zhou Li, Peiyuan Zong, Chaoyi Lu, Haixin Duan, Ying Liu, Sumayah Alrwais, XiaoFeng
Wang, Shuang Hao, Yaoqi Jia, Yiming Zhang, Kai Chen and Zaifeng Zhang. TraffickStop: Detecting
and Measuring Illicit Traffic Monetization Through Large-scale DNS Analysis. In Proceedings of the 4th
IEEE European Symposium on Security and Privacy (EuroS&P), 2019.

35. Xianghang Mi, Xuan Feng, Xiaojing Liao, Baojun Liu, Xiaofeng Wang, Feng Qian, Zhou Li, Sumayah
Alrwais, Limin Sun and Ying Liu. Resident Evil: Understanding Residential IP Proxy as a Dark Service.
In Proceedings of the 40th IEEE Symposium on Security and Privacy (S&P), 2019.

34. Fenghao Xu, Wenrui Diao, Zhou Li, Jiongyi Chen and Kehuan Zhang. BadBluetooth: Breaking Android
Security Mechanisms via Malicious Bluetooth Peripherals. In Proceedings of the 26th Annual Network
and Distributed System Security Symposium (NDSS), 2019.
⋆ Vulnerability acknowledged by Google: CVE-2019-2225

33. Alina Oprea, Zhou Li, Kevin Bowers and Robin Norris. MADE: Malicious Activity Detection in En-
terprises. In Proceedings of the 34th Annual Computer Security Applications Conference (ACSAC),
2018.

32. Zhe Zhou, Di Tang, Wenhao Wang, XiaoFeng Wang, Zhou Li and Kehuan Zhang. Beware of Your
Screen: Anonymous Fingerprinting of Device Screens for Off-line Payment Protection. In Proceedings of
the 34th Annual Computer Security Applications Conference (ACSAC), 2018.

31. Baojun Liu, Chaoyi Lu, Haixin Duan, Ying Liu, Zhou Li, Shuang Hao and Min Yang. Who Is
Answering My Queries: Understanding and Characterizing Interception of the DNS Resolution Path. In
Proceedings of the 27th USENIX Security Symposium (Security), 2018.
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30. Ke Tian, Zhou Li, Kevin Bowers and Danfeng Yao. FrameHanger: Evaluating and Classifying Iframe
Injection at Large Scale. In Proceedings of the 14th EAI International Conference on Security and
Privacy in Communication Networks (SecureComm), 2018.

29. Shuaike Dong, Menghao Li, Wenrui Diao, Xiangyu Liu, Jian Liu, Zhou Li, Fenghao Xu, Kai Chen,
XiaoFeng Wang and Kehuan Zhang. Understanding Android Obfuscation Techniques: A Large-Scale
Investigation in the Wild. In Proceedings of the 14th EAI International Conference on Security and
Privacy in Communication Networks (SecureComm), 2018.

28. Baojun Liu, Chaoyi Lu, Zhou Li, Ying Liu, Haixin Duan, Shuang Hao and Zaifeng Zhang. A Reex-
amination of Internationalized Domain Names: the Good, the Bad and the Ugly. In Proceedings of the 48th
IEEE/IFIP International Conference on Dependable Systems and Networks (DSN), 2018.

27. Daiping Liu, Zhou Li, Kun Du, Haining Wang, Baojun Liu and Haixin Duan. Don’t Let One Rotten
Apple Spoil the Whole Barrel: Towards Automated Detection of Shadowed Domains. In Proceedings of the
24th ACM Conference on Computer and Communications Security (CCS), 2017.

26. Ahmet Salih Buyukkayhan, Alina Oprea, Zhou Li and William Robertson. Lens on the endpoint:
Hunting for malicious software through endpoint data analysis. In Proceedings of the 20th International
Symposium on Research in Attacks, Intrusions and Defenses (RAID), 2017.

25. Xiaolong Bai, Zhe Zhou, XiaoFeng Wang, Zhou Li, Xianghang Mi, Nan Zhang, Tongxin Li, Shi-Min
Hu and Kehuan Zhang. Picking Up My Tab: Understanding and Mitigating Synchronized Token Lifting
and Spending in Mobile Payment. In Proceedings of the 26th USENIX Security Symposium (Security),
2017.

24. Zhe Zhou, Wenrui Diao, Xiangyu Liu, Zhou Li, Kehuan Zhang and Rui Liu. Vulnerable GPU Memory
Management: Towards Recovering Raw Data from GPU. In Proceedings of the 17th Privacy Enhancing
Technologies Symposium (PETS), 2017.

23. Hao Yang, Xiulin Ma, Kun Du, Zhou Li, Haixin Duan, Xiaodong Su, Guang Liu and Zhifeng Geng.
How to Learn Klingon Without a Dictionary: Detection and Measurement of Black Keywords Used by the
Underground Economy. In Proceedings of the 38th IEEE Symposium on Security and Privacy (S&P),
2017.

22. Zhe Zhou, Zhou Li and Kehuan Zhang. All Your VMs are Disconnected: Attacking Hardware Virtualized
Network. In Proceedings of the 7th ACM Conference on Data and Application Security and Privacy
(CODASPY), 2017.
⋆ Vulnerability reported to Huawei and confirmed (CVE-2017-2712).

21. Sumayah Alrwais, Kan Yuan, Eihal Alowaisheq, Xiaojing Liao, Alina Oprea, XiaoFeng Wang and
Zhou Li. Catching Predators at Watering Holes: Finding and Understanding Strategically Compromised
Websites. In Proceedings of the 32nd Annual Computer Security Applications Conference (ACSAC),
2016.

20. Zhou Li and Alina Oprea. Operational Security Log Analytics for Enterprise Breach Detection. In Pro-
ceedings of IEEE Cybersecurity Development Conference 2016 (SecDev), 2016.

19. Xiaojing Liao, Kan Yuan, XiaoFeng Wang, Zhou Li, Luyi Xing and Raheem Beyah. Acing the IOC
Game: Toward Automatic Discovery and Analysis of Open-Source Cyber Threat Intelligence. In Proceedings
of the 23rd ACM Conference on Computer and Communications Security (CCS), 2016.
⋆ NYU-Poly Best Applied Security Paper 3rd place, 2016.

18. Kun Du, Hao Yang, Zhou Li, Haixin Duan and Kehuan Zhang. The Ever-changing Labyrinth: A Large-
scale Analysis of Wildcard DNS Powered Blackhat SEO. In Proceedings of the 25th USENIX Security
Symposium (Security), 2016.
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17. Wenrui Diao, Xiangyu Liu, Zhou Li and Kehuan Zhang. Evading Android Runtime Analysis Through
Detecting Programmed Interactions (Short Paper). In Proceedings of the 9th ACM Conference on Secu-
rity and Privacy in Wireless and Mobile Networks (WiSec), 2016.

16. Wenrui Diao, Xiangyu Liu, Zhou Li and Kehuan Zhang. No Pardon for the Interruption: New Inference
Attacks on Android Through Interrupt Timing Analysis. In Proceedings of the 37th IEEE Symposium on
Security and Privacy (S&P), 2016.

15. Xiangyu Liu, Zhe Zhou, Wenrui Diao, Zhou Li and Kehuan Zhang. When Good Becomes Evil:
Keystroke Inference with Smartwatch. In Proceedings of the 22nd ACM Conference on Computer and
Communications Security (CCS), 2015.

14. Wenrui Diao, Xiangyu Liu, Zhe Zhou, Kehuan Zhang and Zhou Li. Mind-Reading: Privacy Attacks Ex-
ploiting Cross-App KeyEvent Injections. In Proceedings of the 20th European Symposium on Research
in Computer Security (ESORICS), 2015.

13. Alina Oprea, Zhou Li, Ting-Fang Yen, Sang Chin and Sumayah Alrwais. Detection of Early-Stage
Enterprise Infection by Mining Large-Scale Log Data. In Proceedings of 45th IEEE/IFIP International
Conference on Dependable Systems and Networks (DSN), 2015.

12. Xiangyu Liu, Zhe Zhou, Wenrui Diao, Zhou Li and Kehuan Zhang. An Empirical Study on Android
for Saving Non-shared Data on Public Storage. In Proceedings of the 30th International Information
Security and Privacy Conference (IFIP SEC), 2015.

11. Mohammad Taha Khan, Xiang Huo, Zhou Li and Chris Kanich. Every Second Counts: Quantifying the
Negative Externalities of Cybercrime via Typosquatting. In Proceedings of the 36th IEEE Symposium on
Security and Privacy (S&P), 2015.

10. Sumayah Alrwais, Kan Yuan, Eihal Alowaisheq, Zhou Li and XiaoFeng Wang. Understanding the
Dark Side of Domain Parking. In Proceedings of the 23rd Usenix Security Symposium (Security), 2014.

9. Zhou Li, Sumayah Alrwais, XiaoFeng Wang and Eihal Alowaisheq. Hunting the Red Fox Online: Un-
derstanding and Detection of Mass Redirect-Script Injections. In Proceedings of the 35th IEEE Symposium
on Security and Privacy (S&P), 2014.

8. Zhou Li, Sumayah Alrwais, Yinglian Xie, Fang Yu and XiaoFeng Wang. Finding the Linchpins of the
Dark Web: a Study on Topologically Dedicated Hosts on Malicious Web Infrastructures. In Proceedings of
the 34th IEEE Symposium on Security and Privacy (S&P), 2013.
⋆ NYU-Poly Best Applied Security Paper Top 10 Finalists, 2013.

7. Zhou Li, Kehuan Zhang, Yinglian Xie, Fang Yu and XiaoFeng Wang. Knowing Your Enemy: Under-
standing and Detecting Malicious Web Advertising. In Proceedings of the 19th ACM Conference on
Computer and Communications Security (CCS), 2012.

6. Zhou Li and XiaoFeng Wang, FIRM: Capability-based Inline Mediation of Flash Behaviors. In Proceedings
of the 26th Annual Computer Security Applications Conference (ACSAC), 2010.

5. Kehuan Zhang, Zhou Li, Rui Wang, XiaoFeng Wang and Shuo Chen. Sidebuster: Automated Detection
and Quantification of Side-Channel Leaks in Web Application Development. In Proceedings of the 17th
ACM Conference on Computer and Communications Security (CCS), 2010.

4. Zhou Li, Kehuan Zhang and XiaoFeng Wang. Mash-IF: Practical Information-Flow Control within
Client-side Mashups. In Proceedings of the 40th Annual IEEE/IFIP International Conference on De-
pendable Systems and Networks (DSN), 2010.



Zhou (Joe) Li 7

3. Rui Wang, XiaoFeng Wang, Zhou Li, Haixu Tang, Michael Reiter and Zheng Dong. Privacy-Preserving
Genomic Computation Through Program Specialization. In Proceedings of the 16th ACM Conference on
Computer and Communications Security (CCS), 2009.

2. Jianming Fu, Huijun Xiong, Zhou Li and Huanguo Zhang, PerformTrust: Trust model integrated past
and current performance in P2P file sharing systems. In Proceedings of the 6th IEEE/ACS International
Conference on Computer Systems and Applications (AICCSA), 2008.

1. Zhou Li, Yiwen Liang, Zejun Wu and Chengyu Tan. Immunity based Virus Detection with Process Call
Arguments and User Feedback. In Proceedings of the 2nd International Conference on Bio-Inspired
Models of Network, Information, and Computing Systems (Bionetics), 2007.

Workshop Papers

2. Qing Huang+, Deliang Chang# and Zhou Li. A Comprehensive Study of DNS-over-HTTPS Downgrade
Attack. In Proceedings of the 10th USENIX Workshop on Free and Open Communications on the
Internet (FOCI), 2020.

1. Wei Liu, Yueqian Zhang, Zhou Li and Haixin Duan. What You See Isn’t Always What You Get: A
Measurement Study of Usage Fraud on Android Apps. In Proceedings of the 6th Annual ACM CCS
Workshop on Security and Privacy in Smartphones and Mobile Devices (SPSM), 2016.

Posters

3. Qifan Zhang+, Xuesong Bai+, Xiang Li#, Haixin Duan, Qi Li and Zhou Li. ResolverFuzz: Automated
Discovery of DNS Resolver Vulnerabilities with Query-Response Fuzzing. The 31st Annual Network and
Distributed System Security Symposium (NDSS), 2024.

2. Margarita Geleta, Jiacen Xu+, Manikanta Loya, Junlin Wang, Sameer Singh, Zhou Li and Sergio Gago
Masague. Design Factors of Maestro: A Serious Game for Robust AI Education. Poster in the Technical
Symposium on Computer Science Education (SIGCSE), 2023.

1. Yicheng Zhang+, Rozhin Yasaei, Hao Chen+, Zhou Li and Mohammad Abdullah Al Faruque.
Stealing Neural Network Structure through Remote FPGA Side-channel Analysis. Poster in the 29th
ACM/SIGDA International Symposium on Field-Programmable Gate Arrays (FPGA), 2021.

Journal Articles

7. Xianran Liao+, Jiacen Xu+, Qifan Zhang+ and Zhou Li. A Comprehensive Study of DNS Operational
Issues by Mining DNS Forums. In IEEE Access, 2022.

6. Mingxuan Liu, Zihan Zhang, Yiming Zhang, Chao Zhang, Zhou Li, Qi Li, Haixin Duan and Donghong
Sun. Automatic Generation of Adversarial Readable Chinese Texts. In IEEE Transactions on Dependable
and Secure Computing (TDSC), 2022.

5. Rui Li, Wenrui Diao, Zhou Li, Shishuai Yang, Shuang Li and Shanqing Guo. Android Custom Permis-
sions Demystified: A Comprehensive Security Evaluation. In IEEE Transactions on Software Engineering
(TSE), 2021.

4. Deliang Chang#, Shanshan Hao, Zhou Li, Baojun Liu and Xing Li. DNSWeight: Quantifying Country-
wise Importance of Domain Name System. In IEEE Access, 2021.

3. Yicheng Zhang+, Rozhin Yasaei, Hao Chen+, Zhou Li and Mohammad Abdullah Al Faruque. Steal-
ing Neural Network Structure through Remote FPGA Side-channel Analysis. In IEEE Transactions on
Information Forensics and Security (TIFS), 2021.



Zhou (Joe) Li 8

2. Wenrui Diao, Rui Liu, Xiangyu Liu, Zhe Zhou, Zhou Li and Kehuan Zhang. Accessing mobile user’s
privacy based on IME personalization: Understanding and practical attacks. In Journal of Computer Secu-
rity (JCS), 2018.

1. Fan Zhang, Wenbo He, Yangyi Chen, Zhou Li, XiaoFeng Wang, Shuo Chen and Xue Liu. Thwarting
Wi-Fi Side-Channel Analysis through Traffic Demultiplexing. In IEEE Transactions on Wireless Commu-
nications (TWC), 2014.

Industrial and Community Conferences/Workshops

12. Presenter: Qifan Zhang. ResolverFuzz: Automated Discovery of DNS Resolver Vulnerabilities with Query-
Response Fuzzing. DNS-OARC 42 Workshop, 2024.

11. Presenter: Qifan Zhang. TuDoor Attack: Systematically Exploring and Exploiting Logic Vulnerabilities in
DNS Response Pre-processing with Malformed Packets. DNS-OARC 42 Workshop, 2024.

10. Presenter: Zhou Li. MaginotDNS: Attacking the Boundary of DNS Caching Protection. Blackhat USA
2023.

9. Presenter: Xiang Li. Phoenix Domain Attack: Vulnerable Links in Domain Name Delegation and Revocation.
Blackhat Asia 2023.

8. Presenter: Zhou Li. DNS-based User Tracking (Attacks and Defenses). DNS and Internet Naming
Research Directions (DINR), 2023.

7. Presenter: Xiang Li. The Phoenix Domain attack. ICANN DNS Symposium, 2022.

6. Presenter: Xiang Li. Ghost Domain Reloaded: Vulnerable Links in Domain Name Delegation and Revoca-
tion. OARC 39 & 47th CENTR Technical Workshop, 2022.

5. Presenter: Zhou Li. A Measurement-based Investigation of DNS Hijacking. DNS and Internet Naming
Research Directions (DINR), 2021.

4. Presenter: Shuang Hao. An End-to-End, Large-Scale Measurement of DNS-over-Encryption: How Far
Have We Come? DNS-OARC 31 Workshop, 2019.

3. Presenter: Zhou Li. Who Is Answering My Queries: Understanding and Characterizing Interception of the
DNS Resolution Path. Applied Networking Research Workshop (ANRW), 2019.

2. Presenter: Chaoyi Lu. Who Is Answering My Queries: Understanding and Characterizing Interception of
the DNS Resolution Path. DNS-OARC 30 Workshop, 2019.

1. Presenter: Zhe Zhou. All Your Payment Tokens Are Mine: Vulnerabilities of Mobile Payment Systems.
Blackhat Asia, 2018.

Patents

11. Zhou Li, Alex Zaslavsky and Kevin Bowers. US-11233796: Data-driven attribute selection for user
application entitlement analysis. Granted in 2022.

10. Zhou Li, Kevin Bowers, Martin Rosa, Raymond Carney and Ke Tian. US-11036855: Detecting frame
injection through web page analysis. Granted in 2021.

9. Zhou Li, Martin Rosa and Zohar Duchin. US-10437996: Classifying software modules utilizing similarity-
based queries. Granted in 2019.
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8. Zhou Li, US-10382476: Network security system incorporating assessment of alternative mobile application
market sites. Granted in 2019.

7. Zhou Li, US-10250621: Automatic extraction of indicators of compromise from multiple data sources acces-
sible over a network. Granted in 2019.

6. Alina Oprea, Zhou Li and Ahmet Buyukkayhan, US-10122742: Classifying software modules based on
comparisons using a neighborhood distance metric. Granted in 2018.

5. Ahmet Buyukkayhan, Zhou Li, Alina Oprea and Martin Rosa, US-9998484: Classifying potentially
malicious and benign software modules through similarity analysis. Granted in 2018.

4. Alina Oprea, Zhou Li, Robin Norris and Kevin D Bowers, US-9838407: Detection of malicious web
activity in enterprise computer networks. Granted in 2017.

3. Alina Oprea, Sumayah Alrwais, Kevin D Bowers, Todd S Leetham, Zhou Li and Ronald L Rivest,
US-9621576: Detecting malicious websites. Granted in 2017.

2. Alina Oprea, Zhou Li, Sang H Chin and Ting-Fang Yen, US-9635049: Detection of suspicious domains
through graph inference algorithm processing of host-domain contacts. Granted in 2017.

1. Yinglian Xie, Fang Yu, Zhou Li and Xiaofeng Wang, US-20130339158: Determining legitimate and
malicious advertisements using advertising delivery sequences.

Research Funding

8. Amazon Research Award Accurate, scalable and robust attack provenance on discrete temporal graph, 80K
USD + 20K USD AWS credit, Sole PI, 2023-.

7. NSF funds Collaborative Research: IMR: MM-1B: Foundations for Differentially Private Internet Measure-
ment, 300K USD (UCI portion), UCI PI, 2022-2025.

6. Microsoft Security AI RFP award Scalable Graph Learning for Automatic Detection of Spearphishing, 150K
USD, PI, 2021-.

5. NSF funds CAREER: Debugging the Fragmented DNS Infrastructure at Scale, 526K USD + 16K USD
(REU Supplemental), Sole PI, 2021-2026.

4. Cisco gift about edge computing, 100K USD, Sole PI, 2021-.

3. DARPA grants Making Intelligible Decompiled Source by Imposing Homomorphic Transforms (MIND-
SIGHT), Sub-contracted from Siemens, 401K USD, UCI Co-PI (PI: Prof. Al Faruque), 2020-2023.

2. NSF funds EAGER: SaTC-EDU: Multi-Level Attack and Defense Simulation Environment for Artificial
Intelligence Education and Research, 300K USD, PI, 2020-2022.

1. UCI SSoE MERI seed funds Cross-Domain and Cross-Layer Safety and Security for Internet of Connected
Autonomous Vehicles, 40K USD, Co-PI, 2020-2021.

Teaching

University of California, Irvine (Instructor)

EECS 231/221 Advanced System Security (Graduate): Winter 2023, Winter 2021, Winter 2019, Fall
2019.
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EECS 121/195 System Security (Undergraduate): Winter 2023, Winter 2022, Fall 2019, Spring 2019.

EECS 40 Object-Oriented Systems and Programming (Undergraduate): Fall 2023, Fall 2022, Fall
2021, Spring 2020.

EECS 148/CS 132 Intro to Computer Networks (Undergraduate): Spring 2024, Spring 2023, Spring
2022, Spring 2021.

Indiana University Bloomington (Teaching Assistant)

A110 Introduction to Computers & Computing (Undergraduate): Fall 2018.

B501 Theory of Computing (Graduate): Spring 2019.

Wuhan University, China (Teaching Assistant)

Java Programming (Undergraduate).

Students Advised

Ph.D. students at University of California, Irvine

Danyu Sun, Fall 2023 - present.

Xuesong Bai, Winter 2023 - present.

Qifan Zhang, Fall 2020 - present.

Jiacen Xu, Fall 2020 - present.

Joann Chen, Fall 2019 - present.

Project Specialists at University of California, Irvine

Xiang Li (Ph.D.) 2022-2023.

Visitors at University of California, Irvine

Fenglu Zhang (Ph.D.) from Tsinghua University, Tsinghua University, 2024.

Fenghao Xu (Ph.D.) from The Chinese University of Hong Kong, 2019.

Shuaike Dong (Ph.D.) from The Chinese University of Hong Kong, 2019.

Deliang Chang (Ph.D.) from Tsinghua University, 2019-2020.

MS students at University of California, Irvine

Wanbing Hua, 2023.

Rakshit Mehra, 2021.

Yicheng Zhang, 2018 - 2020.

Anagha Subramanian, 2021.

Qing Huang, 2019 - 2020.

Hao Chen, 2019 - 2020.

Suprith Ramanan, 2018 - 2019.

Ali Nickparsa, 2018 - 2019.

Undergraduate students at University of California, Irvine

David Ning, NSF REU Supplemental, 2023
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Jacob Lee, NSF REU Supplemental, 2023

Yang Fei, UCInspire program, 2022

Shenghan Zhang, UCInspire program, 2022

Xianran (Frank) Liao, 2021-present.

Wenhao Zhang, UCInspire program, 2021.

Lijie Huang, UCInspire program, 2021.

Yiyang Hu, UCInspire program, 2021.

Ameer Hussain, 2020.

Yinqian Cui from UCInspire program, 2020.

Xinchen Zhang from UCInspire program, 2020.

Yao Fu from UCInspire program, 2020.

Caleb Siu-Yat Chan, 2019 - 2020.

Kendus Tisdale-Jeffries from Alabama A&M, 2019.

Xuchang Zhan, 2019 - 2020.

High-school students at University of California, Irvine

Katrina Mizuo from Troy Tech, 2020.

Rahil Shah from Troy Tech, 2019.

Students interned at RSA

Ke Tian (Ph.D.) from Virgina Tech, 2017.

Ahmet Salih Buyukkayhan (Ph.D.) from Northeastern University, 2015.

Sumayah Alrwais (Ph.D.) from Indiana University Bloomington, 2014.

Services

Program Committee Chair

Security in Machine Learning and its Applications (SiMLA), co-located with ACNS 2019 - 2020.

Program Committee

ACM CCS 2020, 2019, 2018, 2017, 2016.

NDSS 2024, 2023, 2022, 2021, 2020, 2019, 2018.

USENIX Security Symposium 2015.

The Web Conf 2024.

AsiaCCS 2022, 2021, 2016.

IEEE DSN 2020.

ACNS 2020.

ICICS 2019.

IEEE DSC 2018, 2017.

IWSEC 2018, 2017, 2016.

IEEE SecDev 2018.
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Network Forensics Workshop at IEEE CNS 2016.

SecureComm 2023, 2015.

MLHat 2021, 2020.

CCSW 2021, 2020.

WPES 2021, 2022.

UCI Workshop on Safety and Security of Connected Autonomous Vehicles, 2021.

Organizing Committee

ACM CCS 2022 web chair.

Journal Reviewer

IEEE Transactions on Parallel and Distributed Systems

IEEE Transactions on Mobile Computing

IEEE Communication Standards

IEEE Internet of Things Journal

IEEE Design & Test

IEEE Transactions on Biometrics, Behavior, and Identity Science (TBIOM)

ACM Transactions on Information and System Security (TISSEC)

ACM Transactions on Privacy and Security (TOPS)

IEEE Transactions on Information Forensics & Security (TIFS)

IEEE Transactions on Dependable and Secure Computing (TDSC)

Conference External Reviewer

IEEE S&P, USENIX Security, ACM CCS, NDSS, WWW, DSN, ICDCS, AsiaCCS, SecureComm,
RAID, SIGMETRICS, WPES.

Panelist for Reviewing Proposals

NSF 2019, 2021 (2 times), 2022, 2023.

Panel Moderator

NSF SpecEES PI Meeting 2020.

Volunteer

RSA Conference 2017 Session Facilitator.

Talks

Stateful fuzzing for DNS resolvers and beyond

Google Fuzzing Talk, Feb. 2024

MaginotDNS: Attacking the Boundary of DNS Caching Protection

Blackhat Webinar, Nov. 2023

Where are the DNS bugs and how to capture them
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UCR CS, Jan. 2024

Purdue CS, Oct. 2023

UCSD CS, Oct. 2023

Understanding the Security Risks from Malicious Bluetooth Peripherals

“Resilient Internet of Things” of UCI IPN workshop, Feb. 2023

Debugging the Fragmented DNS Infrastructure at Scale

USC CS, Mar. 2023

TAMU CSE, Feb. 2023

UCLA ECE 209AS, Feb. 2023

DNS-based User Tracking (Attacks and Defenses)

DINR, virtual, Feb. 2023

A Measurement-based Investigation of DNS Hijacking

DINR, virtual, Nov. 2021.

An End-to-End, Large-Scale Measurement of DNS-over-Encryption: How Far Have We Come?

DCAPS, DC, Dec. 2019.

Who Is Answering My Queries: Understanding and Characterizing Interception of the DNS Reso-
lution Path

ANRW, Montreal, CA, July, 2019.

Towards a Trustworthy DNS Infrastructure - Why is it hard and where are we now?

Palo Alto Networks, Santa Clara, Aug., 2019.
Tsinghua University, Beijing, June, 2019.

BadBluetooth: Breaking Android Security Mechanisms via Malicious Bluetooth Peripherals

Inforsec RAID’19 workshop, Beijing, Sept. 2019.
Qualcomm, San Diego, Mar. 2019.

Big-Data Security Research Meets Enterprise: Challenges and Opportunities

University of Massachusetts Lowell, Nov. 2016.
Baidu Inc., China, Apr. 2016.
BU/MIT LL Cybersecurity Workshop, Boston, Jan. 2016.

Every Second Counts: Quantifying the Negative Externalities of Cybercrime via Typosquatting

Chinese Academy of Sciences, China, Nov. 2015.

Understanding and Detecting Malicious Activities in Internet

The Chinese University of Hong Kong, China, Jan. 2015.
Tsinghua University, China, Dec. 2014.

Understanding and Detecting Malicious Activities in Web

IBM Research, Apr. 2013.
RSA Labs, Apr. 2013.
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Media Coverage

Hidden Root CA

Reported by APNIC, Helpnet Security, The Register, 2021

PCIe Attack

Blogged by SIGARCH, 2021

Measurement of WHOIS GDPR

Included by Cybercrime Digest of Cybercrime Programme Office of the Council of Europe (2021-
02-25) and CERT-CE’s weekly letter v.8 (2021-02-26).

Study of DNS over TLS

Blogged by APNIC, 2020

Anonymity of mobile payment

Reported by the packtpub, 2018

Measurement about DNS path manipulation

Reported by APNIC, The Register, hackerread, ACM TechNews, Helpnet Security, ..., 2018-2019

Attacks against mobile payments

Reported by The Register, cyware, dark readings, ..., 2018

Study on Black Keywords

Reported by media in China, including citnews.com, 91.com, china.com, techweb.com, ..., 2017

Watering-hole attacks exploiting JSONP hijacking to track users in China

Reported by AlienVault, New York Times, ComputerWeekly, The Register, InfoSecurity, Security-
Week, ..., 2015

Measurement on typo-squatting

Reported by CircleID, 2015

RSA rises to the challenge of APTs

Reported by RSA Press Blogs, 2014

Facebook vulnerability discovered

Reported by ACM TechNews, Computer World, The Register, IU News Room, Sophos, ..., 2011

https://blog.apnic.net/2022/01/21/investigating-hidden-root-certificates-in-the-wild/
https://www.helpnetsecurity.com/2021/11/19/hidden-root-cas-ecosystem/
https://www.theregister.com/2021/11/19/web_trust_certificates/
https://www.sigarch.org/architecture-and-hardware-security-research-early-2021/
https://rm.coe.int/cyber-digest-cproc-2020-02-02/1680a1a2ae
https://rm.coe.int/cyber-digest-cproc-2020-02-02/1680a1a2ae
https://www.cert.se/2021/02/cert-se-s-veckobrev-v-8
https://blog.apnic.net/2020/01/30/traffic-analysis-still-possible-when-using-dot-and-doh/
https://hub.packtpub.com/researchers-design-anonprint-for-safer-qr-code-mobile-payment-acsc-2018-conference/
https://blog.apnic.net/2019/07/17/one-in-four-google-public-dns-requests-are-being-intercepted-in-china-report/
https://www.theregister.co.uk/2018/08/20/dns_interception/
https://www.hackread.com/hackers-can-intercept-and-manipulate-dns-queries-researchers-warn/
https://technews.acm.org/archives.cfm?fo=2018-08-aug/aug-24-2018.html
https://www.helpnetsecurity.com/2018/08/21/dns-interception/
https://www.theregister.co.uk/2018/03/23/mobile_payments_token_interception_talk_black_hat_asia/
https://cyware.com/news/reflection-of-a-qr-code-on-pos-scanner-used-to-own-mobile-payments-03bf979d
https://www.darkreading.com/threat-intelligence/10-cant-miss-talks-at-black-hat-asia/d/d-id/1331111?print=yes&image_number=4
http://science.china.com.cn/2017-06/21/content_9534790.htm
https://www.alienvault.com/blogs/labs-research/watering-holes-exploiting-jsonp-hijacking-to-track-users-in-china
https://www.nytimes.com/2015/06/13/technology/chinese-hackers-circumvent-popular-web-privacy-tools.html
http://www.computerweekly.com/news/4500248135/Chinese-hackers-are-by-passing-web-privacy-tools-say-researchers
https://www.theregister.co.uk/2015/06/16/chinese_circumvent_web_privacy_javascript/
https://www.infosecurity-magazine.com/news/china-watering-hole-attacks/
https://www.computerworld.com/article/2512906/security0/new-facebook-vulnerability-patched.html
https://www.theregister.co.uk/2011/02/02/facebook_plugs_authentication_flaw/
http://newsinfo.iu.edu/news-archive/17192.html
https://nakedsecurity.sophos.com/2011/02/02/facebook-flaw-websites-steal-personal-data/
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Awards

Academia

Amazon Research Award, 2023

Microsoft Security AI RFP Winner, 2021.

NSF CAREER Award, 2021.

IRTF ANRP prize winner, 2020.

ACM IMC’19 Nominee of the Best Paper Award and Community Contribution, 2019.

NYU-Poly Best Applied Security Paper 3rd place, 2016.

Finalists in Computational Cybersecurity in Compromised Environments (C3E) challenge, 2014.

Top 7 Finalists for the 8th Annual National Security Innovation Competition (NSIC), 2014.

NYU-Poly Best Applied Security Paper Top 10 Finalists, 2013.

Corporation

Excellence@EMC Silver Award, Watering-hole Attacks Detection, May 2015.

Excellence@EMC Silver Award, RSA Challenge Judging, Aug. 2014.

Excellence@EMC Gold Award, APT Communication Detection, Feb. 2014.

Membership

IEEE Senior Member, ACM Member, Full Sigma Xi Member.
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